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SUMMARY 
Power systems are undergoing significant transformation to integrate high penetration of 

variable renewable energy. This shift has introduced increasing complexity in maintaining grid 

stability. Grid operators are increasingly concerned about declining grid strength which 

critically impacts the grid’s ability to maintain stability under disturbances and effectively 

dampen oscillations. In the case of undamped oscillations or system instability, generators may 

lose synchronism and be disconnected, potentially triggering cascading failures and widespread 

blackouts within seconds. Consequently, there is growing demand from system operators for 

system security assessment in real-time operation. 

This paper presents an online dynamic security assessment (DSA) approach that enables near-

real-time assessment of power system stability limits based on instantaneous system states, 

enhancing grid visibility to support proactive decision-making in the control room. The 

approach is based on a digital twin model of a power grid, which integrates both steady-state 

and dynamic models of system components. Real-time system states and topology updates 

obtained from the state estimator are leveraged as inputs to the digital twin model to enable fast 

and accurate simulation of system dynamics under various contingencies, fault scenarios, and 

loading conditions. This capability enables grid operators to proactively detect instability risks 

and implement preventive control strategies to ensure secure grid operation. In addition to the 

methodology and simulation results, this paper shares approaches for integrating online DSA 

into existing Supervisory Control and Data Acquisition (SCADA), Energy Management 

System (EMS), and Wide Area Monitoring System (WAMS) in a national grid control room. 
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1 Introduction 

Driven by global energy transition goals, modern power systems are undergoing significant 

transformation to be capable of integrating high penetrations of variable renewable energy 

(vRE). Growing generation and demand intermittency, dynamic changes in grid topology and 

power flows, and the evolving coordination between inverter-based resources (IBRs) and 

conventional generators collectively pose substantial challenges to power system operation and 

control. Grid operators are increasingly concerned about declining grid strength, which is 

characterized by short-circuit ratio and system inertia, as these factors critically impact the 

grid’s ability to maintain stability under disturbances and effectively dampen oscillations. In 

the case of undamped oscillations or system instability, generators may lose synchronism and 

be disconnected, potentially triggering cascading failures and widespread blackouts. 

The existing supervisory control and data acquisition (SCADA), energy management system 

(EMS), and wide area monitoring system (WAMS) facilities equipped in grid control rooms 

can only detect instability after a fault has occurred, while grid operators do not have sufficient 

information of system stability limits and operational boundaries to prevent such incidents in 

advance. This fact presents a significant lack of grid visibility to support proactive decision-

making in control rooms during real-time operation. In addition, operating a power grid with a 

high share of vRE typically requires more frequent changes in operating conditions in order to 

absorb renewable generation efficiently and maintain overall power balance. This increases the 

risk of dynamic instability. As a result, there has been growing demand from system operators 

for dynamic security assessment (DSA) in real-time operation to enhance grid observability and 

situational awareness of potential system instability. 

This paper presents an online DSA approach that enables near-real-time assessment of power 

system stability limits and operational boundaries based on current operating conditions, 

providing essential insights to support proactive decision-making in the control room. The 

proposed method addresses key stability challenges in highly dynamic IBR-dominated power 

systems, including voltage stability assessment (VSA), transient stability assessment (TSA), 

sub-synchronous resonance (SSR), oscillation source location (OSL) and system inertia 

estimation. The method is based on a digital twin of the power grid, which integrates both 

steady-state and dynamic models of system components. Real-time system states and topology 

updates obtained from the state estimator are leveraged as inputs to the digital twin, enabling 

fast and accurate simulation of system dynamics under various contingencies, fault scenarios, 

and loading conditions. By analysing the dynamic responses, system security margins are 

quantified and benchmarked against grid code requirements, allowing for the classification of 

system conditions into normal, alarm, and emergency states. This capability enables grid 

operators to proactively detect instability risks and implement preventive control actions. 

The remainder of this paper is organized as follows. Section 2 provides a review of major power 

system incidents, highlighting the importance of online DSA in preventing such incidents. 

Section 3 presents the architecture of online DSA and methodologies of its security assessment 

modules. Section 4 discusses case-study results of online DSA with the 240-bus Western 

Electricity Coordinating Council (WECC) grid model, representing a national-scale power grid. 

Finally, the conclusions are provided in Section 5. 
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2 Review of Major Power System Incidents 

2.1 Sub-synchronous Resonance in Vung Ang Thermal Power Plant, Vietnam 

In November 2015, the generator unit 1 of Vung Ang thermal power plant in Vietnam 

experienced severe shaft cracking, as shown in Figure 1 [1]. The damage was due to excessive 

torsional vibrations caused by SSR induced by the series capacitors on the 500 kV transmission 

grid [1]. The power plant consists of two turbines with a total capacity of 1,200 MW. The 

incident led to operational disruption of the generator unit 1 for more than 1 year, significantly 

affecting the reliability of power supply. A comprehensive assessment of SSR risks for Vung 

Ang thermal power plant was performed considering the actual grid operating conditions at the 

time of incident based on the frequency scanning method. 

 
Figure 1 – Shaft cracks of generator unit 1 in Vung Ang thermal power plant and SSR assessment 

The analysis revealed that the generator unit 1 was under high risks of SSR at a frequency of 

26.25 Hz [2]. To mitigate SSR risks, several countermeasures were implemented, including the 

installation of a torsional protection relay, partial bypassing of series compensation on the 

transmission network, and operation of the generators at higher loading levels. In this incident 

of Vung Ang thermal power plant, the grid control room was fully unaware of SSR risks. If the 

regional or national dispatch centres had been equipped with an online SSR assessment tool 

which evaluates SSR risks based on current grid conditions, such incident could have been 

completely prevented. 

2.2 Black System South Australia on 28 September 2016 

On September 28th, 2016, under extreme weather circumstances of tornadoes, two major 275 

kV transmission lines of South Australia’s power grid were damaged and tripped, leading to a 

sequence of faults [3]. Due to numerous faults on the transmission grid, multiple wind farms 

were tripped, causing a loss of 456 MW generation within less than 7 seconds. The South 

Australian power system entered a state of severe power imbalance. As a consequence, the 

power transfer from Victoria to South Australia via the Heywood interconnector increased 

abruptly. After approximately 700 ms, the power flow on the Heywood corridor reached the 

limit of protection scheme activation, causing the interconnector to trip. The South Australian 

grid became separated while the remaining generation within South Australia was insufficient 

to meet the system load demand and to stabilize the islanded system frequency. Ultimately, all 

local generation resources were lost, leading to frequency collapse and system blackout [3]. 
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Figure 2 – Frequency and RoCoF measurements in South Australia grid before the system separation 

The system frequency and rate of change of frequency (RoCoF) during the event is provided in 

Figure 2 [3]. Due to low system inertia, a sustained RoCoF exceeding 6 Hz/s was recorded, 

making the under-frequency load shedding (UFLS) scheme ineffective. Recommendations to 

increase the system inertia, improve frequency control services, and enhance fault ride-through 

capabilities of IBRs were provided, particularly under extreme operating conditions. 

Additionally, the deployment of online tools for grid inertia and RoCoF estimation in real-time 

operation considering current grid conditions and contingencies would play a critical role in 

supporting grid operators to prevent similar incidents in the future. 

2.3 Power System Oscillations in South Australia on 23 June 2022 

On June 23rd, 2022, South Australia experienced significant voltage and reactive power 

oscillations from 01:09 am to 06:02 am, originating from the Port Augusta Renewable Energy 

Park (PAREP) interconnected to the transmission grid at the voltage level of 275 kV [4]. The 

oscillations reached a peak-to-peak magnitude of 247 MVAr, persisting for almost five hours 

as shown in Figure 3. 

 
Figure 3 – Reactive power and voltage oscillations at the point of connection of PAREP 

The reactive power and voltage oscillations started small but gradually increasing. Starting from 

02:09 am, the oscillations progressively increased in magnitude. The exact source of the 

oscillations could not be immediately identified, as the phenomenon appeared to be widespread 

across the network. Initial assessments by ElectraNet, as the transmission network service 

provider (TNSP), determined Mount Millar Wind Farm as a potential source of oscillations, 
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leading to a recommendation to reduce its output power to zero. However, this mitigation 

measure did not eliminate the oscillations. Subsequently, unstable active power measurements 

were observed at the PAREP connection point. In response, the PAREP was de-energized at 

06:02 am, which ceased the oscillations. 

This incident clearly revealed the lack of grid visibility for oscillation detection and location in 

real-time operation. Sub-synchronous oscillations in power grids with high penetration of IBRs 

have been observed on numerous occasions and have emerged as a key concern for power 

system security [5]. After observations of oscillations from West Murray Zone [6] and PAREP, 

Australian Energy Market Operator (AEMO) and TNSPs have been working to improve high-

speed monitoring capabilities and implement tools to provide operators with visibility of power 

system oscillations in real time. 

2.4 Spain and Portugal Blackout on 28 April 2025 

The national blackout of Spain and Portugal on April 28th, 2025 was the most severe blackout 

incident in the European power grid over 20 years. The evolution of voltage and frequency 

during the incident is presented in Figure 4 [7]. Around 30 minutes prior to the incident, 

oscillations in power, voltage, and frequency were observed. To dampen the oscillations, grid 

control room operators implemented several typical mitigation measures. Although these 

actions mitigated the oscillations, the applied measures inadvertently resulted in increases in 

system voltage across the Iberian power grid. 

 
Figure 4 – Voltage and frequency at a substation in Spain during the incident 

Within less than 30 seconds, severe generation disconnections with the total generation loss of 

more than 2.5 GW happened in some regions of Spain. Some of the tripping events were due 

to over-voltage protection [7]. The disconnections of several generating units which had been 

absorbing reactive power for voltage control, combined with insufficient remaining reactive 

power compensation capacity, resulted in significant voltage increases in both Spain and 

Portugal. As shown in Figure 4 during the event, the voltage increased rapidly beyond the 

permissible operating limits, triggering over-voltage protection and leading to cascading 

generation losses and frequency decline. Ultimately, the power systems of Spain and Portugal 

lost synchronism with the remainder of the Continental European system, leading to the tripping 

of cross-border interconnections, electrical separation, and the collapse of the Iberian power 

system. The Spain and Portugal blackout has served as a global wake-up call for power grid 
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security in real-time operation, particularly in power systems with a high penetration of IBRs. 

The incident highlighted the increasing complexity of modern power systems in which the 

commonly applied countermeasures for mitigating local and inter-area oscillations can 

inadvertently worsen system voltage profiles. 

The incidents analysed above highlight the lack of real-time grid visibility with respect to 

stability limits and operational boundaries. This challenge becomes increasingly critical in 

modern power systems with high penetrations of IBRs, where system states can change rapidly 

and dynamically during operation. In such grids, mitigation actions intended to address a 

specific disturbance may inadvertently compromise other aspects of power system stability. 

Consequently, there has been a growing demand from grid operators for real-time system 

security assessment capabilities to enhance grid observability and situational awareness of 

emerging instability risks. 

3 Online Dynamic Security Assessment Methodology 

This section presents the methodology of the proposed online DSA, covering the system 

integration architecture, data flow, database management, and methodologies of security 

assessment modules. 

3.1 Architecture of Online DSA 

The high-level system architecture to integrate online DSA into existing SCADA/EMS/WAMS 

facilities inside a grid control room is shown in Figure 5. Real-time system states and topology 

updates obtained from the state estimator of existing SCADA/EMS/WAMS are the input of 

online DSA security calculation and assessment modules. The standard protocols for seamless 

integration include IEC 60870-5-104, IEEE C37.118, FTP for system snapshots, etc. The 

architecture of online DSA is designed to be ready for integration with existing 

SCADA/EMS/WAMS and with RAS (Remedial Actions Schemes)/WAMPAC (Wide Area 

Monitoring, Protection, and Control) for automation of control and protection systems. The 

system can exchange power system data and models with third-party applications based on CIM 

(Common Information Model), PSS/E modelling data, and DIgSILENT PowerFactory 

modelling data. 

 
Figure 5 – System integration architecture of Online DSA 
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Figure 6 – Data flow architecture of online DSA 

The data flow architecture of online DSA is illustrated in Figure 6. Data of system states will 

be automatically converted into a standardized power system database by the Advanced Data 

Conversion Engine without requiring operators’ support. Once converted and standardized, the 

system state data will be stored in the Central Database which is designed as a time-stamped 

database, enabling operators to easily manage past, present and future data. The standardized 

power system data is the input of the Computation Engine which replicates the actual grid 

conditions for security assessments. This approach creates a digital twin model of the entire 

power system, in which static models, dynamic models of system components, and protection 

system logics are integrated into a comprehensive simulation model of the whole grid using 

current system states. As a result, the power system is simulated as a unified entity, accurately 

reflecting the behaviour of the actual grid for performing security assessments. Online DSA 

addresses the key stability challenges in highly dynamic IBR-dominated power grids, including 

voltage stability assessment (VSA), transient stability assessment (TSA), sub-synchronous 

resonance (SSR), oscillation source location (OSL), and inertia and RoCoF estimation. 

3.2 Methodologies of Security Assessment Modules 

The VSA module is designed to evaluate the power transfer limits of transmission corridors 

based on voltage stability analysis. The active power-voltage (P-V) curve method is adopted 

for VSA, which provides the voltage collapse characteristics derived from the relationship 

between active power and voltage [8]. The P-V curve is a fundamental and reliable analytical 

tool in steady-state voltage stability studies. It enables the identification of the voltage stability 

limit as system loading increases. Specifically, the P-V curve determines the operating point at 

which the system approaches voltage instability, potentially leading to voltage collapse. 

The TSA module assesses the dynamic stability of a power grid under large disturbances. The 

simulation engine of online DSA fully integrates the dynamic models of power system 

components to perform time-domain dynamic simulations under various operating conditions 

and disturbance scenarios. TSA typically assesses the rotor angle response of synchronous 

generating units following a system disturbance. To maintain synchronism, the rotor angle 

response of a synchronous generator must successfully return to a stable equilibrium after fault 

clearance while the response time and fluctuation magnitude must be within the permissible 
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ranges as specified in the grid code. Based on the dynamic simulation capability using actual 

grid conditions, the TSA module determines the dynamic stability margin of a power system 

under a range of contingencies and faults. 

The SSR assessment is based on a frequency scanning method which addresses the relationship 

between mechanical and electrical damping torques of a turbine generator under various 

operating and contingency conditions. The mechanical and electrical damping torques are 

calculated using equations (1) and (2) below [9]. At a particular generation output, the risk of 

SSR occurrence is high if the mechanical damping torque is higher than the electrical damping 

torque. 

𝐷elec = (1 −
𝑓0

𝑓𝑛
) ×

𝐺(𝑓𝑛)

2
×  

MVAsys_base

MVAgen
  (1) 

𝐷𝑚𝑒𝑐_𝑛𝑙 = Δσ𝑛𝑙 ×
2𝑀𝑛

𝑄𝑛𝑔
2   (2) 

where 𝐷elec is the electrical damping torque, 𝐷𝑚𝑒𝑐_𝑛𝑙 is the mechanical damping torque, 𝑓𝑛 and 

𝑓0 are the mechanical torsional frequency and synchronous frequency, MVAsys_base is the base 

power for per unit conversion, MVAgen is the rated power of generator, Δσ𝑛𝑙 is the damping of 

the torsional mode at each generation output level, 𝑀𝑛 and 𝑄𝑛𝑔 denote the modal inertia and 

the transfer factor of the generator in the torsional mode. 

The OSL module identifies and locates the source of sub-synchronous oscillations using the 

dissipating energy flow (DEF) method [10]. Based on data from phasor measurement units, this 

method calculates the dissipating energy flow in the grid that is equivalent to the energy 

dissipated by a damping torque. Based on the value and sign of the rate of change of dissipating 

energy, the OSL module can identify the specific generator or component causing oscillations. 

The DEF method has been implemented in real-world systems and has demonstrated its robust 

performance for online oscillation source detection [10]. The formula to calculate dissipating 

energy is provided in equation (3). 

𝑊𝑖𝑗 ≈ ∫ (∆𝑃𝑖𝑗𝑑∆𝜃𝑖 + ∆𝑄𝑖𝑗
𝑑(∆𝑉𝑖)

𝑉𝑖
∗ ) = ∫ (2𝜋∆𝑃𝑖𝑗∆𝑓𝑖𝑑𝑡 + ∆𝑄𝑖𝑗

𝑑(∆𝑉𝑖)

𝑉𝑖
∗ ) =  𝐷𝐸𝑖𝑗 ∙ 𝑡 + 𝑏𝑖𝑗    (3) 

where 𝑊𝑖𝑗 is the dissipating energy flow in a branch 𝑖𝑗, ∆𝑃𝑖𝑗 and ∆𝑄𝑖𝑗 are the deviations of 

steady-state active and reactive power flow, ∆𝜃𝑖 and ∆𝑓𝑖 are the deviations of steady-state bus 

voltage angle and frequency, 𝐷𝐸𝑖𝑗 is the rate of change of dissipating energy and 𝑏𝑖𝑗 is a 

constant. 

The module for inertia and RoCoF estimation in the proposed online DSA is a combination of 

model-based and measurement-based methods. The entire grid model updated using actual 

system states is used to simulate a large power imbalance disturbance to obtain frequency 

responses across the network which are used for inertia and RoCoF estimation. The method 

using the maximum frequency deviation, which is the frequency nadir, to estimate the system 

inertia is implemented in online DSA [11]. Its formulas are provided in equations (4) and (5). 

In this method, the time determining when the governor starts to act (𝑡𝑔) is a critical parameter 

that affects the inertia estimation accuracy. The module calculates 𝑡𝑔 as the time when the 
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frequency acceleration changes its sign, which can be determined by the second-order 

derivative of the frequency. 

𝐻 =
− ∫ ∆𝑃𝐻𝑑𝑡

𝑡𝑛𝑎𝑑
𝑡0

2(𝑓𝑛𝑎𝑑−𝑓0)
=

−∆𝐸𝐻 

2(𝑓𝑛𝑎𝑑−𝑓0)
  (4) 

∆𝐸𝐻 ≈ ∆𝑃𝑑(𝑡𝑔 − 𝑡0) +
1

2
∆𝑃𝑑(𝑡𝑛𝑎𝑑 − 𝑡𝑔)  (5) 

where 𝐻 is the system inertia, 𝑡0 is the disturbance occurrence time, 𝑡𝑛𝑎𝑑 is the time when 

frequency reaches nadir, 𝑓0 is the frequency at 𝑡0, 𝑓𝑛𝑎𝑑 is the maximum frequency deviation, 

∆𝐸𝐻 is the inertia support energy, ∆𝑃𝑑 is the disturbance power, and 𝑡𝑔 is the moment when the 

governor starts to response to the disturbance. 

4 Case Study of 240-bus WECC Grid 

The online DSA is designed to be integrated into the control room of regional and national grids 

to continuously analyse and monitor the system stability limits and operational boundaries in 

real-time operation. In order to evaluate the computation capability and effectiveness for large-

scale power grids, the online DSA is tested using the 240-bus WECC system, which is 

illustrated in Figure 7 [12]. The model has 243 buses divided into 3 main areas with the total 

generation capacity of 291 GW with 146 generating units, and the peak demand of 

approximately 150 GW [12]. The total capacity of IBRs is 59 GW which accounts for 20% of 

the total installed capacity. The voltage levels range from 20 kV to 500 kV. With its scale and 

capacity, the 240-bus WECC system is sufficient for representing national power grids. The 

simulation scenarios to demonstrate the effectiveness of online DSA in enhancing grid 

observability and stability are described in Table 1, and the results of VSA, TSA and SSR are 

provided in Figure 8, Figure 9 and Figure 10, respectively. 

 
Figure 7 – 240-bus WECC grid model 
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Table 1 – Description of scenarios for security assessments in 240-bus WECC model 

Security 
assessment 

Scenario Description 

VSA 

1 
• Supervised transmission: 4001-4092 and 4001-4095 (Area 2 to Area 3) 
• Current power transfer: 800 MW 
• Contingencies: N-1 Line 4001-4092, N-1 Line 4001-4095 

2 
• Supervised transmission: 4001-4092 and 4001-4095 (Area 2 to Area 3) 
• Current power transfer: 3,650 MW 
• Contingencies: N-1 Line 4001-4092, N-1 Line 4001-4095 

TSA 

1 
• Supervised generators: all synchronous generators 
• Current power transfer from Area 2 to Area 3: 800 MW 
• Fault: short-circuit on Line 4001-4095 during 0.08 s 

2 
• Supervised generators: all synchronous generators 
• Current power transfer from Area 2 to Area 3: 3,900 MW 
• Fault: short-circuit on Line 4001-4095 during 0.08 s 

SSR 

1 

• Supervised thermal generator: 4035-G 
• Series capacitors 4093-4094 and 4096-4097: in operation 
• Hydro power plant 4035-H: in operation 
• Contingencies: N-1 Line 4004-4005, N-1 Line 44001-8001, N-2 Line 

4004-4005 

2 

• Supervised thermal generator: 4035-G 
• Series capacitors 4093-4094 and 4096-4097: in operation 
• Hydro power plant 4035-H: out of service 
• Contingencies: N-1 Line 4004-4005, N-1 Line 44001-8001, N-2 Line 

4004-4005 

 
Figure 8 – VSA results for low and high power transfer scenarios 

 

 
Figure 9 – TSA results based on rotor angle responses of synchronous generators 
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Figure 10 – SSR assessment results of thermal generator 4035-G 

The VSA and TSA results reveal emerging instability risks under conditions of high inter-area 

power transfer. The VSA analysis indicates that, following a transmission line contingency, the 

power system may operate in close proximity to the voltage collapse point. In scenarios with 

cascading contingencies, which can lead to abrupt increases in inter-area power transfer, the 

system is exposed to severe voltage instability risks. From the TSA analysis, the occurrence of 

a short-circuit fault can result in unstable rotor angle dynamics of synchronous generators, 

leading to loss of synchronism. These findings from both VSA and TSA are particularly critical 

when the grid is operated under extreme weather conditions. 

The SSR assessment highlights significant SSR risks associated with changes in the system 

state. Specifically, when the adjacent hydropower plant connected to the same bus is out of 

service, increased SSR risks emerge under both the base case and an N-1 transmission line 

contingency. The outage of the nearby generator alters the network impedance characteristics, 

thereby increasing the likelihood of SSR occurrence. These results underscore the importance 

of accounting for instantaneous power system state in online DSA frameworks, enabling 

accurate instability risk assessment during real-time grid operation. 

5 Conclusion 

This paper presents an online DSA approach designed for integration into grid control centres, 

with the objectives of enhancing real-time visibility of stability limits and operational 

boundaries. The proposed approach details the system integration architecture with existing 

SCADA/EMS/WAMS infrastructures, and the data flow architecture supporting online 

applications. By levering real-time system states and network topology updates as the input of 

the digital twin simulation engine, the proposed online DSA enables continuous assessment of 

system security under actual operating conditions. This capability allows grid operators to 

proactively identify emerging instability risks and implement preventive control strategies. 

The demonstrated results using the 240-bus WECC grid model show that changes in system 

state can impose instability risks. This has become critical in highly dynamic IBR-dominated 

power systems which require more frequent changes in operating conditions to absorb 

renewable energy generation efficiently and maintain overall power balance. As a result, 

advanced tools that enhance grid observability and stability awareness are becoming essential 

components of modern power system operations.
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