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1. Introduction   
When Hydropower Plants are putted into operation, they have to connect to connect to SCADA 
system of Centre Dispatch Load, and sales office of Power Company that sign power purchase 
contract .  In order to optimazing plant operation, the investors also need to monitor the operation 
of Plant to:  

·  Hydrological forecast  

·  Calculatation optimal power generation plants and cooperation ladder plants  

·  Management maintenance base on the status of equipment  
In order to meet needs of information and database for management and operation , monitoring 

and sale / buy power , ATS company with more 12 experience years in domain automation , 

protection and integrated system , we successfully researched and developed solution to connect 

Hydropower Plants .  

ATS Company successfully installed and operated the Operation Control Center (OCC) at DA 

NHIM – HAM THUAN – DA MI Hydropower Plants, and brings a lot of benefits to customer.  

2. Introduction of Operation Control Center  
Operation Control Center (OCC) is a system composed of hardware devices and application 

software. OCC is responsible for collecting data from plants, displaying data to operators, these 

data is then used to monitor and control plants remotely. The OCC system have these features 

as below:  

�  Open system  - OCC system architecture of hydropower plant comply with requirements 

of international standards or industrial standards  

�  Ability maintenance  - OCC system architecture will support on-site maintenance 

components, without the support of seller for operating activities and regular maintenance 

and periodic  

�  Platform of development and application  : OCC system architacture will provide a 

strong foundation for the development applications of monitoring, control, optimal 

operation management , exchanges data with internal and external systems . In addition, 

the system provides the ability to use data services for internal and external users through 

Web applications.  

�  Intergrated ability : The system must be able to flexibly integrate new components, 

solutions and other advanced applications (such as GIS or Incident Management / 

Damage, Task Management Task Force ...), and become a foundation for applications 

with the advent of electricity market in Vietnam next year. 
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3. Hardware Struture  

The hardware structure overview of OCC at NHIM – HAM THUAN – DA MI Hydropower 
Plants is illustrated as below: 

 
Image 1: Overview struture of center system  

Hardware devices of OCC consist of the following components: 

·  02 Communication Servers, running connectivity software to connect between plant and 

Load Dispatch Center 

·  02 Real-time Servers, running realtime data processing application 

·  02 Application Servers, running web applications 

·  02 Historian Servers, running historical database management system 

·  02 Operator Console Computers, running HMI application to operate the whole system 

·  01 Supervisory Console Computer, running HMI application and system monitor application 

·  01 Engineering Console Computer, running report application to generate reports 

·  02 KMV Switches, responsible for manage many servers with only one monitor, one 

keyboard and one mouse 

·  01 GPS device, responsible for synchronize system time 

·  01 printer, responsible for printing during operation process 

·  01 system of Switch, Router, Firewall, responsible for structuring the LAN system and 

controlling access 

·  01 UPS, ensure system to operate normally during power failure 

·  At each plant, 01 industrial computer is provided to collect and process that plant’s data 

·  At each plant, 01 router is provided to control access to DSC LAN of that plant 
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4. Software Struture  
Software structure overview of the system is illustrated as below: 

  

 
 

 Image  2: Software struture of OCC  

OCC system consists of the following modules: 

·  Data Acquisition Module is installed at the control center. It supports OPC, DDE, IEC 60870-

5-101, ICCP and it is used to connect to Data Acquisition Modute at each plant 

·  Real time Database is the real-time processing application 

·  Historian Database Module is used for storing and processing historical data 

·  HMI Module is the displaying interface, used for monitoring and operating 

·  Report Module is an application for generating reports during opeartion 

·  Web Services Module is a set of web-based appliations for displaying data on web interface 

·  At each plant, a acquisition module is installed as a bridge between control center and plant 

DCS. 

OCC system is designed with openness in mind and it can connect to other systems by the 
following protocols: 

·  IEC 60870-5-101/104 

·  ICCP/TASE.2 

·  OPC (OLE for Process Control) 

·  DDE/NetDDE (Dynamic Data Exchange) 
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Real-time data management system can process up to 60.000 data points. It acquires data from 

substation level or processing level, normally from automatic control system like DCS or RTU or 

Gateway. These data is then processed and converted to standard form. 

Real-time data management system provides necessary environment and services to define, 

store, edit and access up to 60.000 selected data points. 

4.1   Human Machine Interface (HMI)  

User Interface is the component, creating the connection between operators and supervisory, 

control software of the @SCADA+ System. User Interface allows operators to easily supervise 

and control power system, access to archived information stored in database. All software 

programs of the @SCADA+ System are compartible with Microsoft Windows Operating System. 

Design of display screens can be changed and reused. These display windows allow operators to 

run programs, view information, view statistics, monitor and supervise power system, water 

system… in realtime and use historical data. User Interface is capable of notifying by means of 

color and sound, relating to events caused by operators or system.  

 

 
Image 3: Overview screen of Ham Thuan Hydropower Plants  
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Image 4: Data connection screen from OCC to hydropower plants 

 

 

Image 5 : Monitor, control parameters of Generator  
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Hình 6: Monitor, control parameters of Generator  

 
 

Hình 6 : Monitor secondary power source  
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Image 7 : Monitor auxiliary system: pump, water level, pressure air 

 

4.2  Historian Information System (HIS)  

Historian Information System (HIS) is a historical data storage of the information during operation 

of the plant. HIS is built upon client-server technology. 

HIS is capable of storing all data coming from Real-time system. Data is then stored with a set 

interval (depends on the size of storage hardware). System supports those data types: integer, 

16-bit float, 32-bit float, 64-bit float, Boolean, Digital state (definable). System can also manage 

user access to prevent unauthorized opeartions. 

HIS uses super compression and storage algorithm, allows data access within one second and 

save storage capacity. Moreover, SOE data can be stored with 1 millisecond accuracy.   

4.3  MobiSCADA 

 
Hình 8 : C� u trúc ph� n m� m MobiSCADA 

MobiSCADA application helps remote users to monitor operating status of the system. 

Application sends text messages directly to user’s cell phone to notify users about status change 

or measuring parameter excessed a set limit. Users can also get the current value of data point 

by sending a request message to service number.  
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4.4  Data input by tablet  

Manual Data Update is a system of software, allows users to directly input operating parameters, 

device status hourly or daily, in a fast, convenient and exact way. These parameters can come 

from devices without SCADA connection. This helps making reports and analysis more easily and 

efficiently. 

  

 
 

4.5  Web-based Applications (Real time Portal) 

ATS Real-Time Portal™, a real-time data portal system, is a set of applications built upon the 

Web platform and environment, the function of which is to provide users with simultaneous 

access to a large amount of real-time information and historical data.  All of these data are 

collected, achieved, and maintained, always ready for operation, planning, and maintenance 

activities as well as large-scale applications such as power market operation and GIS.  The 

system is designed for quick access to data via a highly reliable security mechanism. 

The system allows for the transmission of system data to users as well as the feeding of input 

data to applications. The system will also allow you to flexibly customize data according to your 

personal need; you will have complete control over the data to which you are authorized to 

access through a common tool such as the web browser. 

The real-time data portal system consists of the following.  

·  Report: displays system reports that can be printed or downloaded for further processing 

·  Views: display diagrams of system operation; displayed data can be real-time or historical. 

·  Data input: allow operators to input data directly from web interface 
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4.5.1  Web Application of OCC System  

·  User must log in to use system applications at Da Nhim – Ham Thuan – Da Mi 
Hydropower Plants  

 
·  List of system reports 
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·  Report page  
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View list   
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·  Report and user management  

 

4.6  Access and security management  

Access to OCC system is managed by a firewall. Firewall is a barrier, preventing users to access 

unathorized information or preventing access to OCC system from the outside. 

  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

If you need any support , please contact to  :  

TRAN ANH Thai –Applied Technical Systems 

Co., Ltd  

Email : thaita@ats.com.vn  

Phone : + 84 913 20 1168   


